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YTo Takoe
Knbepb6e3onacHOCTb?

KubepbesonacHocTb - 3T0
peanusauusa Mep Mo 3awure
CUCTEM, ceTel U NporpamMMHbIX

NPUIoOXeHnn oT UMpPOoBLIX aTak.

[IAMATKA IIO
KNBEEPBE3OIIACHOCTHA

OrBrnoY «PASAHCKU XXENE3HOOOPOXHbIN KONNEOX»

Ha koro HanpaBneHsbl
uucpoBbIe aTaku?

Takue aTaku 06bIYHO HanpaBneHbl
Ha nony4eHune gocrtyna K
KOHuaeHUnanbLHom nHopmauuu,
€€ U3MEHEHNE U YHUUTOXEHNE, Ha
BbIMOraTenbCTBO y Nofib30BaTeNemn
OEHer nnu Ha HapyLlleHne

HODMarnbHOM PaboTbl KOMMNAHUN.

NMoyemy knb6epbes3onacHoCcTb
TakK BaXKHa?

B coBpeMeHHOM «MoAKINioYEHHOM»
MUpe NporpamMmmbl pacLUMpPEHHON
Knbep3awumTbl cnyxaT Ha 6naro
Kaxgoro nonb3oBaTtens. ATaka co
B3MOMOM Knbep3aLuutbl MOXeT
NPUBECTU K pa3HOOBpa3HbIM
NocneacTBUSIM, HAUYMHAsA C Kpaxu
JINYHOWN MHOPMaLMKN U 3aKaHYNBast
BbIMOraTenbCTBOM AEHET UMK
notepew LleHHbIX AaHHbIX,
Hanpumep, ceMeNHbIX (POTOCHUMKOB

depnepanbHbI 3akoH «O6 nHdopmaunm, HHOPMaLMOHHbIX
TEXHONOrMAX 1 0 3awwmTe nHopmauumn» ot 27.07.2006 Ne149-

d3;

OcHOBbI FocynapCTBeHHON nonuTukn PP B obnacTtu
MeXayHapoaHoN MHopMaLMOHHOM 6e30MacHOCTU Ha nepuog,

no 2020 rop;

JokTpyHa nHdopmaLmoHHow 6e3onacHocTn Pd;

Crtpaterum pa3sutns MHopmaLMoHHoro obuiectea B PP Ha

2017 - 2030 roapbl.

NAMATKA MO KUBEPBE3OIMNMACHOCTHU L
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KoMnbloTEPHBIA BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX
nporpaMM, OTANYMTENBHON OCOBEHHOCTbI0 KOTOPOM ABNAETCH
CMoCcOBHOCTb K pa3MHOXeHWI0. B gononHeHne K 3Tomy, BUPYCbl MOTYT
NoBpeauTb UMW MOSIHOCTBIO YHUYTOXWUTb BCe annbl U AaHHbIE,
NMOAKOHTPOSIbHbIE MOfb30BaTeNto, OT WMEHW KoToporo 6bina
3anylweHa 3apaxéHHasa nporpaMma, a Takxke NoBpeauTb Unn gaxe
YHUYTOXWTb ONEpPaLMOHHYI0 CUCTEMY CO BCeMU hannamm B Lenom. B
60SbLUMHCTBE CNy4aeB pacnpoCTpaHATCS BUPYChl Yepe3 IHTepHeT

MeTopabl 3alWNTEl OT BPeAOHOCHbIX NPOrpaMm:

—  Wcnonb3yi coBpeMeHHbIe onepauroHHbIE CUCTEMbI, UMEOLLME CEPbE3HbIN YPOBEHb 3aLLMTbl OT BPEAOHOCHbIX
nporpamm;

— [locTosHHO ycTaHaBnmBam naTum (LM poBbIe 3annaTku, KOTOpble aBTOMATUYECKUN YCTaHaBNMBAKOTCA C LeNblo
[opaboTku nporpamMmbl) U Apyrme O6HOBREHUs CBOEN onepauMoHHON cucteMbl. CKaumBal UX TOSIbKO C
odhmumanbHoro canta paspabotyunka OC. Ecnu cywecTByeT pexnm aBToMaTU4eckoro 06HOBNEHNS, BKITOUM
€ero;

— Pabotan Ha cBoem KoMMblTEpe Mo NpaBamu Monb3oBaTessi, @ He agMuHUCTpaTopa. OTO He MOo3BONUT
60NbLUNHCTBY BpeAOHOCHbIX NPOrpaMM MHCTaNIMPoOBaTbCA HA TBOEM NEPCOHANIbHOM KOMMbIOTEPE;

— Wcnonb3y aHTUBUPYCHbIE MPOrpaMMHble MPOAYKTbl U3BECTHbIX MNPOM3BOAUTENEN, C aBTOMAaTUYECKUM
obHoBneHvneM 6a3s;

—  OrpaHnyb GU3NYeCKMin JOCTYN K KOMMNbIOTEPY ANA MOCTOPOHHUX NNLL;

— Vcnonb3yn BHeLWHME HOCUTENU nHopMauun, Takme Kak drewika, AUCK unu dann n3 nHTepHeTa, TONbKo 13
NPOBEPEHHbBIX NCTOYHUKOB;

— He oTkpbiBa koMMbloTEpHbIE (hansbl, NOyYEeHHbIE N3 HEHaAEXHbIX MCTOYHUKOB. [axe Te danrnbl, KoTopble
npucnan TBON 3HAaKOMbIN. JTyylle yTo4HU y Hero, oTnpaensAsn nm oH Tebe ux.

Wi-Fi - 310 He BHJ nepeaun JaHHbIX, HE TEXHOJIOTHS, & BCETO JIUIIb OpeH I,
Mapka. Eme B 1991 romy HuaepiaHackas KOMIIaHHS 3aperucTpUpOBaia
opean «WECA», uro o6o3nagano cimoBocoderanue «Wireless Fidelity»,
KOTOPBII IEPEBOIUTCS KaK «OECIIPOBOIHASI TOYHOCTHY. J[0 Hamero BpeMeHH
JolnIa apyras abOpeBHaTypa, KOTOpasl SIBISIETCSl TAaKOH K€ TEXHOJOTHEH.
Oto abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO JITaHO C HAMEKOM Ha
CTaHIApT BBICIIMH 3ByKoBoW TexHHKH Hi-Fi, uTo B mepeBoae oO3Ha4yaeT
«BBICOKAsi TOYHOCTH.

Ja, 6ecruiaTHIA HHTEPHET-I0CTYI B Kade, OTEISIX U adpOIopTax SBISETCS
OTJIMYHOW BO3MOXKHOCTBIO BBIXOJa B HHTEpPHET. HO MHOTHE BKCIIEpPTHI
CUMTAIOT. YTO obOmenocryiaeie Wi-Fi ceTn He SBasroTcs 0€30I1aCHBIMU

CoBeTbl N0 6e3onacHocTu pa6oTe B o6wepnocTynHbix cetax WI-FI:

— He nepepaBai cBoto nnyHyr HopMaumio Yepes obueanoctynHole Wi-Fi ceTu. PaboTas B HUX, XenatenbHo
He BBOOUTb Naponu AoCTyna, NornHbl U KakMe-To HOMepa;

—  Wcnonb3yit 1 06HOBNAN aHTUBMPYCHbIE NporpamMmmbl U 6paHamayap. Tem cambiM Tbl o6e3onacuilb cebs ot
3aKayku BMpyca Ha TBOe YCTPOWCTBO;

—  [Mpwu ucnonbzoBaHun Wi-Fi oTkntoumn dyHkumio «O6wWwmii 4ocTyn K parnam u npuHtepamy. [JaHHas dyHKuma
3aKpblTa Mo yMOMYaHWIo, 0AHAKO HEKOTOPbIE NONb30BATENN aKTUBUPYIOT €€ Anst yao6cTBa MCMonNb30BaHUsA
B pabote unu yyebe;

— He ncnonb3ayn nybnuynbin WI-FI gna nepegayv nuyHbIX AaHHbIX, HAanpumep s BbixoAa B coLManbHble CeTH
UMW B SN1EKTPOHHYIO MOYTY;

—  Wcnonb3yi Tonbko 3awmweHHoe coeamHeHne vepe3 HTTPS, a He HTTP, T.e. npu Habope Beb6-aapeca
BBOAU UMEHHO «https://»;

— B mobunbHom TenecdoHe oTknoum yHkumio «lMopkntodeHne k Wi-Fi aBTtomatudeckn». He ponyckan
aBTOMAaTMYECKOro NnogkstoyeHns yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.
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CoumarnbHble CeTU akKTUBHO BXOAAT B Hallly XMW3Hb, MHOrMe nwoam
paboTtaldoT M XMBYT TaM TMOCTOSHHO, a B Facebook yxe
3aperucTpupoBaH MUNIMapga, YenoBeK, YTo ABMAETCS OAHON ceabMou
BCEX XUTenen nnaHetbl. MHorme nonb3oBaTeny He MOHMMALOT, YTO
UHOpMaLUS, pa3MeLLEHHas MU B COLMAIbHbIX CETAX, MOXET ObITb
HaWAeHa 1 ucnonb3oBaHa KEM YrogHO, B TOM Yucrie He 06s13aTeNnlbHO
c 6rnarumm HamepeHusMu

OcHoBHble coBeThLl MO 6€30NacCHOCTU B COLMANIbHbLIX CETAX:

— OrpaHnyb cnucok apysen. Y 1eb9 B Apy3bax HE AOMXKHO ObITb CryYarHbIX U HE3HAKOMbIX NIOAEN;

— 3awmwian CBOK 4YacCTHYK Xu3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro pPOXAEHUs U
OPYTYH0 NINYHYI0 UHOPMaLUO. 3NOYMbILLFIEHHUKWA MOTYT UCMOMb30BaTh AaXe MH(OPMaLMIO O TOM, KakK Thbl
1 TBOW pOAMTENM NaHupyeTe NPOBECTU KaHUKYIbI;

— 3awmuwian cBoto penyTaumio - AepXU ee B YNCTOTE U 3apaBaii cebe Bonpoc: xoten 6bl Tbl, YTOOLI Apyrue
nonb3oBaTenM BUAENN, YTO Tbl 3arpyxaewb? Nogymaii, Npexae Yem 4To-To ony6nnkoBaTb, HamMcaTb U
3arpysurTb;

— Ecnu Tbl roBopuWb € N0AbMU, KOTOPbIX HE 3HaeLlb, HE UCMOMb3yN CBOE peanibHOEe UMSA U APYTYIO NINYHYIO
NHMOPMaLUK: UMS, MECTO XMUTENbCTBA, MECTO y4ebbl 1 Npoyes;

— W3b6erau pasmelleHuns doTtorpacduint B IHTepHeTe, rae Tbl M306paxeH Ha MECTHOCTU, MO KOTOPON MOXHO
onpeaenuTb TBOE MECTOMOSOXEHUE;

— [Mpwu pernctpaumm B coumanbHON ceTU HEOOX0AMMO UCMOSb30BaTh COXHbIE Naponu, cocTosiwme n3 6yks u
uuncp 1 C KONMMYECTBOM 3HAKOB He MeHee §;

— [Onsa coumanbHOn ceTu, NoYTbl U APYrnx CanToB HEO6X0AMMO MCMONb30BaTh pasHbie Naponu. Toraa ecnu
Tebs B3110MAIOT, TO 3I0VMBILLIIEHHWKMN NOfly4aT AOCTYM TObKO K OAHOMY MECTY, a He BO BCe CPaay.

3J’leKTp0HHa${ Io4Ta — 3TO TCXHOJIOI'UA U MPECAOCTABIIAEMBIC €10 YCIYTH IO {
TMECPECHUIKE u MOJIYYCHUTIO AJICKTPOHHBIX COO6LU,€HHFI, KOTOPbIC

pacnpenensoTcs B KOMIBIOTEPHOH ceTr. OOBIYHO 3JIEKTPOHHBIA OYTOBBINA
SITUK BBITJSIANAT CIETYIONUM 00pa3oM: UM II0JIb30BaTeNsA(@WUMS_JIOMEHa. 1
Taxke Kpome Iepefayd IIpOCTOr0 TEKCTa, HMEETCs BO3MOKHOCTH (Y OB

nepeaaBaTh (Ganis

OcHoBHble coBeThl N0 6e3onacHoi paboTe ¢ 3NEKTPOHHON NOYTOM:

— Hapo BbiGpaTb NpaBusbHbIN NOYTOBLIN CepBUC. B MHTEpPHETE €CTb OrPOMHBIV BbIGOP 6eCnnaTHbIX MOYTOBbIX
CEpPBUCOB, OAHAKO Jy4lle [OBEPSATb TEM, KOO 3HaELLb 1 KTO NEPBbI B PEUTUHTE;

— He vykasbiBah B JNMYHOM NOYTE  NU4YHy  uHdopmauuo. Hanpumep, nyywe  BbiOpaTb
«My3blKanbHbI_aHaT@» unm «pok2013» BMecTo «Temalldy;

— Wcnonb3yn aByxaTanHyo aBTopu3aumio. To Korga noM1MmMo naposns Hy>XKHO BBOAUTb KOA, NPUCIIaeMbIi MO
SMS;

— Bblbepu CroxHbIn naponb. N8 Kaxaoro NoYTOBOro SWmMKa AOMXeH OblTb CBOM HAAEXHbIN, YCTONUMBbLIN K
B3J/IOMY Naporb;

— Ecnu ectb BO3MOXHOCTb HanMcaTb CaMOMYy CBOM JINYHBIN BOMPOC, UCMOMb3YM 3Ty BO3MOXHOCTh;

— Wcnonb3yi HecKonbKo No4YTOBbIX ALLMKOB. [NepBblil ANa 4acTHOW Nepenucky ¢ agpecatamu, KOTOPbIM Tbl
hoBepsielllb. ITO SNEKTPOHHbIN aapec He HaZlo UCMONb30BaTh NPW perucTpaumm Ha popymax 1 camTax;

— He oTkpblBai ainel u apyrue BoXeHusa B NUCbMax Aaxe ecnv OHW Mpulnu oT TBouMX Apy3en. Jlydiie
YTOYHW Y HUX, OTNPaBNANN N oHM Tebe 3T cannsl;

— Tlocne okoHYaHus paboTbl Ha NOYTOBOM CepBUCE MNepes 3aKpblTUEM BKMAAKM C CAauTOM He 3abyab HaxaTb
Ha «BbinTn».
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IudpoBas pemyranus - 3TO HEraTUBHAS WM NMO3UTHBHAs UH(MOPMALHS B
cetu o Ttebe. Kommpomerupyromas wuH(OpManus, pa3MelIeHHas B
MHTEPHETE, MOXXET CEPbE3HBIM 00pa3oM OTPa3UTHCsS Ha TBOCW pEalbHOM
sku3Hu.  «lludpoBass penyramms» - O5TO TBOM MMMJIK, KOTOPBIM
¢opmupyercst w3 wuHpopMamuu O TeOe B HMHTEpHETE. [BOe MecCTo
JKHUTEIBCTBA, Y4eObl, TBOE (PMHAHCOBOE IIOJIOKEHUE, 0COOCHHOCTH XapaKTepa

1 paccKasbl O OJNIM3KHMX — BCE DTO HAKAIIJIMBAETCS B CETH.

MHorie NOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K IyONHKalMu JIMYHON
napopmanun B MHTEepHETE, HE MOHMMAs BO3MOXKHBIX MOCIEACTBHH. TbI
Jla’ke HE CMOJKEIIb JOrafaThCsl O TOM, 94TO (oTorpadusi, pasMenieHHas 5 JIeT
Ha3aj, cTaja MPUYMHOM 0TKa3a NPUHATH Te0s Ha paboTy.

KommenTapuu, pa3menienne TBoux (ororpaduii u Apyrue 1eHCTBUS MOTYT
HE MCUYE3HYTh AK€ II0CIE TOro, KaK Thl UX yAalulllb. Thl HE 3Haellb, KTO
COXpaHWJI 3Ty MH(GOPMAIMIO, TONaNa JM OHAa B IOMCKOBBIE CHCTEMBI U
COXpaHMJIACh JIM OHA, a IIaBHOE: YTO MOTyMAIOT 0 Tebe OKpy Karollee JIOAH,
KOTOpbIe HalayT W yBUAAT 3T0. HaiiTw mH(OpMAIMi0 MHOTO JIeT CIyCTs
CMOXXET JI000H — Kak W3 AO0OpHIX MOOYXIEHWH, TaKk M C HAMEPEHHEM
NPUYUHUATH BPEA. DTO MOXKET OBITh KTO YTOIHO

OcHOBHble coBeThbl MO 3aWuUTe LUPPOBON penyTaLuu:

- TMoaymaii, npexae YemM 4To-TO NybnvMkoBaThb 1 NepeaaBatb y cebs B 6riore unu B coumanbHoOW ceTu;

- B HacTpoikax npoguna yctaHOBU OrpaHNYeHMA Ha NpOCMOTP TBOEro Npodund n ero CoaepXumoro,
cAenan ero Tonbko «Ansa Apy3emny;

— He pa3meLllan 1 He yka3biBai MHOpMaLNio, KOTopast MOXET Koro-nnbo ockoponaTe unu obunxarsb.

YOMBULLb, HO C Pa3BUTUEM MHTEPHET-TEXHOSOIMI 3M10YMbILLUSIEHHUKU
NEPEMECTMNIUCb B  WHTEPHET, W MNPOAOSIKAT 3aHMMaTbCH
«nobumMbiM» AenoMm. Tak nosiBUacb HOBas Yrpos3a: WHTEepHEeT-
MOLLUEHHNYECTBA UNU OULLKHF, FNaBHas Lieflb KOTOPOro COCTOUT B
noslydeHnn KoHUAEHUManbHbIX AaHHbIX NOMb30BaTenen — forMHoB
1 naponewu.

OcHoBHble coBeThbl MO0 60pb6e ¢ PUWNHIOM:

— Cnepau 3a cBoMM akkayHToM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa Gbina B3floMaHa, To Heobxoanmo
3abnokmMpoBaTb ee 1 CoobLMTb aaMUHUCTPaToOpam pecypca 06 3TOM Kak MOXHO CKOpeE;

—  Wcnonb3ayih 6e3onacHble Be6-caiTbl, B TOM YUCHe, UHTEPHET-Mara3uHoB 1 NOUCKOBLIX CUCTEM,;

— Wcnonb3yi crnoxHble U pa3Hble naponu. Takum obpa3om, ecnu Tebs B3MIOMatoT, TO 3/10YMbILLIIEHHWKM
nonyyat AOCTYn TOMbKO K OAHOMY TBOEMY NPOunIo B CETH, a He KO BCEM,;

— Ecnu 1ebsa B3nomanu, To He06xX04MMO NpeaynpesuTb BCEX CBOMX 3HAKOMbIX, KOTOpble fobaBneHbl y TebA B
Opy3bsAx, 0 TOM, 4YTO TebA B3NOManu u, BO3MOXHO, OT TBOEro MMeHMN ByaeT paccbiniaTbCa crnam U CCbINIKK Ha
OMLIMHroBbIE CalThbl;

— YcTtaHoBu HagexHbIn naponb (PIN) Ha MobunbHbIN TenedoH;

— OTkntoun coxpaHeHue napons B 6paysepe;

— He oTkpblBai ainbl U apyrue BNOXeHUa B NUCbMax Aaxe ecnv OHW MpuLlnu oT TBoux Apy3en. Jlydue
YTOYHW Y HUX, OTNPaBASANN N oHM Tebe 3T cdannbl.

NMAMATKA MO KMBEPBE3OINACHOCTHU
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KnbepbynnuHr — npecnepoBaHve COOOLLUEHUSIMU, COAEPXALLUMM
ockopbneHus, arpeccuto, 3arnyrMBaHue; XyJMraHCTBO; coLmanbHoe
6GOMKOTMPOBAHMWE C MOMOLLbI0 Pa3fNYHbIX MHTEPHET-CEPBUCOB

OcHoBHble coBeThbl N0 60pb6e ¢ KN6epObyNNUHIOM:

— He 6pocaiics B 601. INyywmin cnoco6: nocoBeToBaTbCA Kak cebsi BECTU U, €CNN HET TOTO, K KOMY MOXHO
06paTuTbCs, TO BHavane ycnokouTtbcs. Ecnu Tbl HayHellb OTBeYaTb OCKOpPONeHusMy Ha ockopbneHus, To
TOJIbKO elle Bornblie pasoxxXellb KOHMIUKT;

— Ynpaensi cBoeil kubeppenytaumen;

—  AHOHMMHOCTb B ceT MHUMas. CyLLecTByOT CNoco6bl BbISCHUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

— He crout Bectn xynuraHckuii ob6pa3 BMPTyanbHOW XWU3HWU. VIHTepHET uKcupyeT BCe TBOM AEUCTBUS U
coxpaHsieT ux. Yaanutb nx 6ynet kpanHe 3aTpyAHUTENBHO;

— Cobniogar cBon BUPTyasibHy0 YECTb CMONOAY;

—  WrHopupyn epuHuuHbin HeratuB. OpgHopa3oBble OCKOpOWTENbHble COOOLLEHMA Jyylle WrHOpMpOBaTh.
O6bIYHO arpeccus NpekpallaeTcs Ha HayanbHOW CTagum;

— baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLIEHMSAMM, B COLMANbHbIX CETAX €CTb
BO3MOXHOCTb 6/TOKMPOBKM OTNPaBKW COOOLLEHWIA C onpeaeneHHbIX agpecos;

— Ecnu el cBUgETEND KN6EPOYNNUHra. TBOM AENCTBUS: BLICTYNUTb NPOTUB NpecnefoBaTens, nokasaTtb emy,
YTO €ro AeNCTBUSI OLLEHNBAIOTCA HEraTUBHO, MOAAEPXKATb XEPTBY, KOTOPOW HY>XHa NCUxonornyeckas
NMOMOLLb, COOBLLUTL B3POCHbIM O (hakTe arpecCMBHOMO NOBEAEHUS B CETU.

CoBpemeHHblIE cMapT(OHbI M NAHLWETLl cogepXaTt B cebe BMnosiHe
B3pOCMbIN (PyHKUMOHan, U Tenepb OHM MOIYT KOHKYpMpoBaTb CO
CTaLUMOHApHbIMK KoMMbtoTepamu. OOHako, CpencTB 3aluTbl AJis
NoAoGHbIX YCTPOWCTB MOKa OYEHb Maso. TecTMpoBaHWE M MOUCK
YA3BUMOCTEN B HUX NMPOUCXOQMT HE TaK UHTEHCUBHO, Kak ana MK, To
Xe camoe Kacaetcs U MoBWMbHbLIX MpUoXeHuin. CoBpeMeHHble
MOGUuNbHble 6Gpay3epbl YXe MpakTUYecKu [OrHanmM HaCTOMbHbIE
aHasiorm, opgHako pacluMpeHue yHKUMoHana BriedyeT 3a cobomn
6ONbLUYI0 CIOXHOCTb M MEHbLUYI0 3alULEHHOCTb. [daneko He Bce
NpOV3BOAUTENM BbINyCKaT 0BHOBMEHNS, 3aKpblBatoLLme
KpUTUYECKME YI3BMMOCTU OJ151 CBOUX YCTPONCTB

OcHoBHble coBeThbl AN 6e30nNacHOCTU MOBUNBHOrO TenedoHa:

— Hwyero He nBnsetcs no-Hactosiwemy GecnnaTHeiM. Byab ocTopoxeH, BeAb Korpa Ttebe npeanaraiot
6ecnnaTtHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKME-TO NfaTHbIE YCNYIy;

— [Oymair, npexge yem oTtnpautb SMS, cdoTo nnu eBuaeo. Tbl TOYHO 3HaELb, rAe OHWM ByayT B KOHEYHOM
utore?

— Heobxoammo 06HOBNATL OnepaLMoHHY0 CUCTEMY TBOEro cMapTdoHa;

—  Vcnonb3yi aHTMBMpPYCHbIE MPOrpaMmbl Ans MOBUNbHbIX TeNedgoHOB;

— He 3arpyxan npumnoxeHus OT HEeU3BECTHOr0 WCTOYHMKA, BeOb OHW MOTyT COAepXaTb BPEAOHOCHOE
nporpamMmmHoe obecneyeHue;

— Mocne Toro Kak Tbl BbIAELb C caiTa, rAe BBOAWI NINYHYIO0 MHOpMaLMIo, 3aiaM B HACTPOKKN Bpay3epa u
ynanu cookies;

— [epuopuyeckn npoBepsan Kakme nnaTHble YCNyru akTMBMpOBaHbl HA TBOEM HOMeEpE;

— [asait cBoM HoMep MOBUbHOro TenedoHa TONMbKO MIOAAM, KOTOPbIX Thl 3HAELLb U KOMY JOBEPSELLb;

— Bluetooth gonxeH ObITb BbIKIHOYEH, KOraa Tbl UM He Monb3yellbcs. He 3abbiBai MHor4a NpoBepsiTb 3TO.
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ONEKTPOHHbIE OEHbIMM — 3TO O4YeHb YAOOHbLIM cCrnocob nnaTexei,
OOHAKO CYLUECTBYIOT MOLUEHHUKW, KOTOpblE XOTAT MONYyYUTb 3TU
[EHbIN.

ONEKTPOHHbIE AEHbIM NOSBUIIMCb COBCEM HEOABHO U UMEHHO U3-3a
3TOr0 BO MHOIMX FOCyfapcTBax A0 CUX MOP HE MPOMNUCAHO Mpo HUX B
3aKkoHax. B Poccum xe oHU hyHKLMOHUPYIOT U O HUX yXe MponucaHo
B 3aKOHe, Fe UX pasfensaiT Ha HECKOSbKO BUAOB - aHOHUMHbIE U He
aHOHUMHble. PasHuua B TOM, YTO @aHOHUMHbIE - 3TO T€, B KOTOPbIX
pa3pellaeTca npoBoAUTb  onepauum 6e3  uaeHTUdmkauum
Nnonb3oBaTeNs, @ B He aHOHMMHbIX UAeHTUMKaLUN Nonb3oBaTens
aBnsaeTca ob6a3aTenbHON.

Takxe crnefdyeT pasnuyaTb 3MeKTPOHHble dUaTHbIE AeHbrM (PaBHbI
rocyZapCTBEHHbLIM BantoTam) 1 351eKTPOHHbIE HednaTHbIe AEHBLIU (He
paBHbl FOCYAaPCTBEHHbIM BasoTam)

OcHoBHble coBeThbl No 6e3onacHoi paboTe ¢ 3/IEKTPOHHBIMU AE€HbraMu:

— MpuBsxu K cyeTy MOBGUNbHBIN TenedoH. 3TO camMblii YAO6HbIN 1 BbICTPbIA CNOCO6 BOCCTAHOBUTL AOCTYM K
cuety. MpuBasaHHbIN TenedoH NOMOXeT, ecnv 3abyaellb CBOWM NNaTeXHbIA Naposib U 3angeLlb Ha canTt
C HE3HAKOMOr0 YCTPONCTBA;

— Wcnonb3yin ogHopasoBble naponu. locrne nepexopa Ha yCWUneHHyto aBTopusauuio Tebe yxe He bypeT
yrpoXxaTb ONacHOCTb KPaxwu Unu nepexsarta nnaTexHoro napons;

— Bbibepu cnoxHbin naponb. MpecTtynHukam 6yaeT He NpocTo yraaaTh CROXHbIA Naponb. HaaexHble naponu
— 3TO Naposnu, KOTopble coaepXaTt He MeHee 8 3HAKOB M BKIOYaOT B ceb5a CTPOYHbIE U NPONUCHbIE BYKBbI,
uMpbl U HECKONBbKO CUMBOMOB, TakmMe Kak 3HakK gonnapa, yHTa, BOCKnmuaTenbHbIn 3HaK 1 T.1n. Hanpumep,
$tROng!;;

— He BBOAM CBOM NMYHBbIE A@HHbIE Ha CarTax, KOTOPbIM He floBepSeLlb.

CoBpeMeHHble OHMaH-UrPbl - 3TO KpacoyHble, 3axBaTblBaloLiME
pa3BrieyeHnsi, 0ObEeAMHAIOLLME COTHU ThICSY 4YerloBeK Mo Bcemy
MUpY. MIrpoku uccnepyoT AaHHbIA MM MUP, 06LLAITCA APYT C APYIoM,
BbIMOJTHAIOT 3aaHNA, CPaXarTCA C MOHCTPaMU 1 MOJy4atoT onbIT. 3a
YI0BOMbCTBME OHM NMATAT: MOKYMNaloT ANUCK, ONfavnsaoT aboHEMEHT
U1 NpuobpeTaloT Kakne-To onuun.

Bce atu cpepcTBa nayT Ha noaaepXxaHve n pasBUTUE UMpbl, @ Takxe
Ha camy 6e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLUN,
BbINyCKalTCA HOBble MaTuu (LMcpoBble 3annaTtku Ans nporpamm),
3aKpbIBalTCA YA3BMMOCTM CcepBepoB. B moao6HbIX urpax crouTt
onacatbCs He CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXxwu TBOEro
naporssi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpU3aLMmn 6ObLLIMHCTBA
urp.

OcHoBHble coBeThl N0 6e30nacHOCTU TBOETO UrpoBOro akkayHTta:

— Ecnu gpyroi urpok Bepet cebs nnoxo unu cosgaet Tebe HenpusiTHOCTU, 3abfIoKMpyit ero B Cnvcke
UrPOKOB;

— [Moxanyncs agMuHMCTpaTopaM Wrpbl Ha MioXxoe MOBeAEeHMEe 3TOr0 UrpoKa, XenaTenbHO MPUOXMUTb
Kakune-To JoKa3aTeNnbCTBa B BUAE CKPUHOB;

— He yka3sbiBait nnyHy0 UHOPMaLMIO B Npodaiine urpsbl;

— YBaxaWh Apyrnx y4acTHUKOB MO Urpe;

— He yctaHaBnuBan HeodumumanbHble NaTin u Moabl;

— Wcnonb3yn cnoxHele 1 pa3Hble Naponu;

— [Oaxe BO Bpemsi Urpbl He CTOUT OTKMKOYaTb aHTMBMPYC. [MoKa Tbl Urpaellb, TBOW KOMMbKTEP MOryT
3apasuTb.

NMAMATKA MO KMBEPBE3OINACHOCTHU




